Security for Activist’s

“The price of freedom is eternal vigilance”

Wendell Phillips or Thomas Jefferson

It is important that we take the necessary security precautions to ensure long term effectiveness, and to protect ourselves and our friends..  These are not difficult to follow, and most are common sense, but if you are aware of the problems then you are half way to stopping them happening. 

The main threats are probably going to be from the police:

a. Seeking to find out where actions are happening.

b. Identifying people they consider to be key and focusing on them so they cannot function properly.

c. Identifying key suppliers which can be used to control and contain us.

There will also be issues from evidence gatherers, infiltrator and journalists. Corporations who think they are going to be the targets of campaigns may consider taking out injunctions so will want to identify key people to name as representatives of the group as a whole.


Even if you do not consider yourself worthy of much attention you have a responsibility to others working on your campaign/action – please respect their needs.

There is a simple set of common guidelines it is proposed that everyone follows:

1. If you know anything sensitive keep it to yourselves. If you hear anyone else passing on sensitive information tell them to stop.

2. Only give out information that has been publicly disclosed, regardless who it is too. You are not in a position to make unilateral decisions about disclosure. Likewise, if you are speaking on behalf of your affinity group, be careful to stick to the publicly agreed statements and aims – you could be playing into the hands of corporations seeking injunctions. It is preferable that talking to press is left to trained media people as they will be better prepared to deal with any trick situations as is regularly encountered form journalists seeking a sensational story. Likewise those entrusted with liaison issues should be referred to as a matter of course – you will not have as clear an idea of what sort of politicking is been needed and could end up causing problems by letting the wrong things slip without you being aware of it.

3. Don’t give out other people’s names without their permission.

4. If your working group has a dedicated mobile phone/email address use it as much as possible. Why do you need to use your real name – create an alias and get used to using it. 

5. Delete any unnecessary emails as soon as possible.

6. Don’t say anything over the phone or email you would have difficulty justifying in court or would land others in trouble. Remember that a series of innocuous things can build up into a picture that lands you in trouble or gives the game away. If using email, then consider using PGP encryption or dead-mail drops were you leave messages for each other in drafts folders.

7. Don’t hand out other people’s details without their express permission. And protect key people so that they don’t end up drawing unnecessary attention to themselves, eg drivers, finance people, donors. If people don’t need to know, then don’t tell them personal information.

8. Mobile phones are bugging and tracking devices – if you are planning anything covert don’t have them anywhere near you.

9. Burn any sensitive information.

10. Make sure that you tidy up after yourself following meetings – for example, do not leave invoices / lists of email addresses, etc lying around.

11. If you are planning a covert action, then you need a different level of security altogether. If you are in doubt, get advice. Acquire equipment securely; keep it on a need-to-know basis and 

A good tip is for each working group to consider any risks they may face and what are the best ways for that group to deal with as a whole – also take into account your interactions with other working groups.

Security is about taking precautions in order that you remain effective – what it is not is paranoia. Security will also take a bit of time and effort. There is no way around that and there are no short cuts, but if it is built in from the beginning and everyone agrees to it then it becomes second nature.

More information specific for working groups is available in the booklet at www.activistsecurity.org - or there are people around who specialise in security issues, so ask them if you are unsure of what you should be doing.  

